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(1) telnet B NVR W5
A four-faith %575 four-faith-dvr



CH T

i 1uca1

]I:r'l'_L.l..:-- o T = —— P L T Y w01 = = T M el
EH Telnet 192.168.63.1 =S

(none? login: fouf“Hr—"H"H
Password:

Login incorrect

Cnone?» login: four—faith
Password:

Welcome to HiLinuox.
"o

(2) PR
(1) cd/tmp
(2) JFJA pc 1 tftpd32.exe
(3) tftp -g -l tcpdump K ip
(4) chmod 777 tcpdump
(5) g4
.Jtcpdump -i any -f "port 5060" -s 0 -v -w ./sip.pcap (H &%)
(5060 R4 S b FEA D

.Jtcpdump -i any -f "ip host 192.168.63.2 and port 80" -s 0 -v -w ./onvif916.pcap
CEF X HAN ip, onvif916.pcap MR H ELFR)
(6) ctl+c  KHANWIA 4
(7) tftp -p -l onvif916.pcap 192.168.63.2
tftp -p -l sip.pcap 192.168.63.2
(8) fEHINEL H x4 2] onvif916.pcap



| Telnet 192.168.63.1 " = [ & Thpd32 by Ph. Jounin =] x )

tnone> Togin: Fouf~He—“H™H Cutent Directory  [ENT T3P GRS ) SIS WU A vl Bl Bl = | Browss
[Passuord: Semerntertaces [132168.63.2 Ficalck FCle FE Famip Contialer ] | ShowDir |
Login incorrect
i anad o FPour—faith Thp Server ]Tnp Client | DHCP server | Sysiog server | DNS server | Log viewer |
[Passuword: peer file: stattime | progress butes total | timeo..
e lcone to Hilinux. |
I~ # cd/tmp
: cdetmps not Found
~ # cd stmp \
tnp # tftp —g —1 tcpdump 192.168.63.2
JER T e e e e e P e P R e 3284k 0:08:
Abaut Setings Help

Bl tmp # tftp —g -1 tcpdump 192_168.63.2
tcpdump 1B | e s b I RN M M e ] 284k B:H8:88 ETA

Atmp # chmod 777 tcpdump

stmp # .otcpdump —1i any —F "ip host 1922.168.63.2 and port BB —s5 B v —w

716 .pcap ) ]
: listening on any, link—type LINUX_SLL <(Linux cooked». capture sirce

“C112 packets captured

116 packets received hy Ffilter

H packets dropped by kernel )

stmp B (tftp —p -1 onvif?l6.pcap 192.168.63.2

lonvif 216 . pcap THHY eenaaannnonnnnnaannonannonnae | 13326 a:86:08

stmp 8
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(1) FTHFAG LML, FFJE SSH RS, BRikim I 9622



Q  admin

=15 ERESRE: O
JEFASSH: (#511:9622) ¥
EESEEY 9
o] shamamnes ‘e @ Wl RE o ] i I [l
SecureCRT(1).rar

(2) JFaImME T H CRT, mdiprddEs:, wESH.
Pri: SSH2

Ui . 9622

M 4. root

2 :ff666

(G it - SecurecrT -

THA EEE =ZEV) OEWO) 8N BRS 181 SmH)
HEDEY L anRBEI TR 08

- = . B
\ i =5 E
o
W 55H2 -
EHEH: 192.168,77.104
WO 8622 B K 18(F): None -
APEl): root]
£m 2
[#]Passwaord - EBEE... 1
[W]Publickey i
[#]Keyboard Interactive -
[#]G55AFT
[T Behrt B ) [V {gfrsaEW)
[l TS h T H M) i
PR [&EJ[HMI’_WM} s




192.168.77.104 - SecureCRT =B %
MR #FHE EEN) ERO) fFEmM BEERS) 1TERL  #EH)
E0 R e R < A REES FHEY @ &
| 1 192.168.77.104 |
(@ rzes=m =5
root@192. 168. 77, 104 requires a password. e
Flease enter a password now,
FPsEL): root 1
=P seees
[¥] {g5E(s)
i 1, 1 247, 80% VT100 #5E #i=

)

(3) EFRIN, HiN$84 touch /tmp/d2p0
#
# route
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref use Iface
default 192.168.77.1 0.0.0.0 uG Q Q 0 etho
127.0.0.0 * 255.0.0.0 u (4] ] 0 To
192.168. ?? Q ol 255.255.255.0 u (4] 4] 0 eth0
224.0.0. 224.0.0.0 u o o 0 etho

[2020-11-02 10:41:
DELETE FILE] /dev/qcqmi0
DELETE FILE] /dev/ttyuss0
DELETE FILE] /dev/ttyussl
DELETE FILE] /dev/ttyuse2
DELETE FILE] /dev/ttyusg3

# touch /tmp/dz;)[]
# [2020-11-0Z7 10:30:37.716] [ffwater

[2020-11-02 10:40:48.217][ffwater

CREATE FILE] /dev/usbdevl.9
[2020-11-02 10:40:
[2020-11-02 10:40:
CREATE FILE] /dev/qcqmiQ

CREATE FILE] /dev/ttyuss0
CREATE FILE] /dev/ttyussl
CREATE FILE] /dev/ttyuse2
CREATE FILE] /dev/TtyUSB3
2020-11-02 10:41:
2020-11-02 10:41:
2020-11-02 10:41:
2020-11-02 10:41:
2020-11-02 10:41:
2020-11-02 10:41:

59.995] [ffcore
59.996] [ffcore

29.961] [ffweb
32.712] [ffweb
36.769] [ffcore
36.769] [ffcore
36.858] [ffcore
37.290] [ffwater

37.388] [ffweb

(4) 'f%ﬁEln_n ):ln_»

M-l Rk e

KkPA(1424)] [T1[
kPA(1424)] [T1[

mmc(1388)] [1]1[
MMc(1388) ] [X1L

ffweb(1470)]1[D]1[
Ffweb(14705] [DI[
workaq(12835] [p1[
workaq(12835] [p1[
Tog(1387) 1 [N]L
kpa(1424) ] [x]1L

Tfweb(1470)]1[D1L

- PRAF H S HHA2

PRINT] [ffwater_monitor.c:133] set gpio AT+GPIO=setdata,2,0,1
PRINT] [ffwater_monitor.c:133] set gpio AT+GPIO=setdata,1,11,1

s16] [ffcore_stg.c:746] the power 15 need open -1
sT6] [ffcore_stg.c:763] cmd

FPweb] [ffweb_translate.c:4022] [gbvideoidx.] not found
FPWeb] [ffweb_translate, c:4022] [gbhvideoidx.] not found
TIPC] [ffss_ '|pcm €:569] M5G(3013) :MSG_CORE_LOG_SAVE from:Unknow

IPC] [ffss_ '|[iu :594] MSG(BDlS) MSG_CORE_I OG_SAVE from:unknow
Log] [ffstg_log.c:353] log write backup to success 264 3

PRINT] [ffwater_monitor.c:133] set gpio AT+GPIO=setdata,2,0,0

FPweb] [ffweb_translate.c:4022] [gbvideoidx.] not found

"

echo -n 1 > /sysjbusjusb/dev‘lces/l -1.4/bConfigur
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